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4 MAIN SYSTEM
4.4 Security System

4.4.1 Security Lock
4.4.1.1 Security Lock Register

Nuvoton provides a function for the NuMicro-MO series to lock the chip securely by means
of the user configuration register, ConfigO[1], LOCK bit. As shown in Figure 4.1, if the
LOCK bit is set as 0, user can only get the chip’s data in Config0 and Configl through
Nuvoton’s NuMicro ICP programming tool, NuGang programmer, or a third party
programming tool, and the other data in flash will be shown as OxFFFF_FFFF. This
protection mechanism can prevent the original source code from being stolen. In addition,
Nuvoton provides other applications to enhance and strengthen the protection of user’s source
code. Please refer to section 4.4.2 for details.

Config0 (Address = 0x0030 0000)

31 30 29 28 27 26 25 24
Reserved CKF Reserved CFOSC
23 22 21 20 19 18 17 16
CBODEN cBov1 CBOVO CBORST Reserved
15 14 13 12 11 10 9 8
Reserved
7 6 5 4 3 2 1 0
CBS Reserved LOCK DFEN

Security Lock
0 = Flash data is locked
[1] LOCK 1 = Flash data is not locked

When flash data is locked, only device ID, Configd and Config1 can be read by writer|
and ICP through senal debug interface. Others data is locked as OxFFFFFFFF. ISP
can read data anywhere regardless of LOCK bit value.

Fig 4.1 LOCK Bit in Config0 Register
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4.4.1.2 Locking a Chip via ICP or ISP Tool

Besides the third party writer, user can also use Nuvoton’s NuMicro ICP or ISP Programming
Tool to lock the source code during the process of chip programming. Moreover, Nuvoton
provides an interface for user to get the contents of flash data from the On-board Flash
window wherein the flash data is changed to OxFFFF_FFFF after the ICP tool finishes
“Security Lock™ process. Through such a convenient tool, source code protection can be
greatly improved. If someone wants to read the flash data of the locked chip, the ICP tool will
pop out a warning window to enforce the whole chip erase. Figure 4.2 shows the flow of how
to set the chip locked.

# Muvoton Nubicro ICP Programming Tool 118 - NUCLOO series =& Step 1. Connect the target chip with Nuvoton

Project Chips Tool Language .
|nuvoTon # ICP Programming Tool.

sws: Step 1. Step 2. Click “On-board Flash” button and the

(Discomect ] Chip Conmected wih uLink (D 7788cs9) data will be shown below.
e Step 3. Click “Setting” button for chip options

ol |[Step 4. Select “Security Lock” to lock the chip

[ LDROM | Fiename:  C\Progam Fiss\Nuvoton ToclsUCPTochu Lik\ICE ISP bin

iz 3960 Btes, checksum: s3ed when ICP finishing programming.
[ APROM | Fiename: C. Libsasy\NUC  v1.05.002\N, Keil N
Chip Options (55
size: 5364 Bytes, checksun: 4bab
DataFlach | Flename  C:\Users\LBDUNDeskiop\Firmware\NUC e_ICE_M0_cks bin tlock sourcs tcecion
= - E—— Extemal ciystal clock (4~24MHz)
e not load.

Step 3. © Intemal RC 22MHz oscillator clock.

Configuiations bits:
- Config 0:| OWFFFFFFFF  Configl: | Ox0001FECO |- Select- =] | Brown out vollage

— " © 45v 38v. 2 22v

Fie data Step 2. [onboadFizh Offine Flash
[ LOROM | APROM | Dala Fiash | LDROM | APROM | Data Flosh| LDROM | APROM | Data Flash | Info ' Boot select

00000000: 00 08 00 20 6% 01 00 00 69 01 00 00 68 01 00 00 - @B8bis LDRoN @ o

00000010: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00000020+ 00 16 b 5

00000030: 00 00 00 OO0 00 00 00 00 SF 01 00 00 A1 01 00 00 V| Clock Filter Enable Brown Out Detector Enable
00000040: A3 02 00 0D A3 O1 00 00 E5 05 00 GO 09 06 00 00 2bs 1 : —

00000050: 2D 06 00 00 €D 06 00 00 A3 01 00 00 A3 01 00 00 Brown Out Reset Enable V|iSecunty Lock:

00000060: D OC 00 00 A3 O1 00 00 A3 01 00 00 A3 01 00 00 e matched N

00000070: E1 0D 00 00 1D OE 00 0O F3 08 00 00 50 09 00 00 1 [EIDaaFlash Enabie

00000080: C1 03 00 0D 25 OA 00 0D A3 01 00 00 A3 01 00 00 ' |
00000050: A3 01 00 00 A3 O1 00 00 A3 01 00 00 A3 01 00 00 Savehs 0x 1FEQD

000000A0: A2 01 00 00 A3 O1 00 00 A3 01 00 00 A3 01 0O 00 !

00000080: D1 08 00 0D A3 01 00 00 A3 01 00 00 A3 01 00 00 - Relresh
||lananancn: an £n 0 A hn en an £R A0 an 30 CR AR 34 4 1A y

Config value

Program
Config 0: | OxFFFFFFFD Config 1. 0x0001FEOD

V| LDROM V| APROM Data Flash | Config Option i

_ ‘ 52 T v 0
# Nuvoton NuMicro ICP Programming Tool 1.18 - NUC100 series e Step 5. When ICP finished programming the data, the flash
Project Chips Tool Language . . . . .
nAuUvoToN information window will be not capable of reading.
3 3 2 .
Stotis Step 6. Click the “Yes” button to erase the whole chip
., .
Chip Coneoted wih NurLink (ID: 77880285) Step 7. Chlp s data is comp]etely erased.
Pat Mo, NUCTAOVESCH Y
# Nuvoton NuMicro ICP Programming Tool 1.18 - NUC100 series EL_Q‘
Load e Project Chips Tool Langusge
oo ) Wb P Prospmra ol =) e NUVOTON EE—
Stotus
_ Chip Connected with NLink 1D: 7783ca6)
APROM \Q\ Fshilockpratected protonPlattom_Kelhs Patlo.  NUCHOVESCH  LOROMAKAFROM2K. Dtt. A 16
" Press "Ves totry to erase the whole chip, T
Mo taitryIo connert again, k- C:\Program Files\Nuvoton Took\ICPT oohNu_ Link\CE_ISPbin
DataFlash "Cancel" to disconect. bin (miB0i] Fierem L
size: 3960 Bytes, checksum: eSed
If
Step 6 File name: o1 Keih fy
& El [ v T8 [ cme | |F siz: 554 Byts,checksum: dbab |
Setting | Filename:  C:\Users\LBDU\Desktop\Fimware\NUC1x_ICE_MO_cks bin l\
Fille not load. |
File data €p O f OnbosrdFlesn Offfne Flash e e i
LDAOM | APROM | Data Flash | LOROM | APROM | Data Flash | LDROM | APROM | Data Flash | Infa | “Seting Config 0| OFFFFFFD  Config: | xO00IFECD  [-Select- =
@t == Step 7 [rms o
16 bits | [LDROM | APRGM | Data Fash | LDRGHM | APROM | Data Fissh | LOROM | APROM | Data Fash | nfo_|
bty e I T
g i i g i iy T6bis
T rirreererreererrereerrere
e g i gig g g 2bis
T TR R Er o erEr e rrer e reer i
Saveds EE F Fr EF Fr EF FrEF FE ER FEER FE EF E R
EF EF FE EF FE EF FE EF FE FF FF FEEF FEEF EF
g g i i g i i g4
Refresh :
: ' All data : OXFFFF _FFFF _ o)
Fregram Cannot execute reading |
LOROM APROM Data Flash | )
VIOROM  [@APROM  [JDseFsh  [@ICoi  Ooton St
process through ICP tool ¢
|
| Read 0% Buik 5320c ‘

Fig 4.2 “Security Lock™ Flow in the ICP Tool
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4.4.1.3 Source Code Protection in ICP Offline Mode

Except enabling the Security Lock option to set the chip locked for source code protection as
described in section 4.4.1.2, Nuvoton provides another chip protection mechanism in Offline
mode with the ICP tool.

When using Nuvoton’s “Nu-Link” or “Nu-Link Pro” programming tools (as shown in Figure
4.3) to program a chip in Offline mode, there are two ways to protect chips — “setting
password for offline data” or “limiting the number of offline programming”. Figure 4.4
shows the steps of setting the password or the maximum number of programming in Offline
mode.

-y e
o s |
1] Nu-link-P!gl_:-‘__ e

e

L=

Fig 4.3 Nu-Link and Nu-Link Pro Programming Tool

i - B
# Nuvoton NuMicro ICP Programming Tool 118 - NUC100 series [SlE S [Programoption =)

RvoTori ~— =
sse Step 1. Connect the target chip. : &
Step 3.

Operation

¢ N 7| Program
Chip Connecled with NurLink (ID: 7788¢a83) —
. | Verity
Part No. NUCT4OVESCH LDROM:4K_ APROM: 128K, Data 0K, RAM:16K . . .
uioaCID: i €6,
wie st st Select “Offline programming
Loadfie | Reset chip after programming a . .
(LRGN ] Flenme  CAProgan Flsiiunoin ToobICPToohNs Lk ISPiin Bl e mode ” for offline setting.
size: 3960 Bytes, checksum: eded
APROM | Fiename:  C:\Nuvolon\BSP Librar\NUCT 005 eiiesBSP_v1.05.002\NuvotonPlatiorm_Keilé Software serial rmbes (SN)
size: 5864 Bytes, checksum: 4bab 9000004,
DataFlash | Fiename:  C:AUsets\LBDUNDesktop\Fimware\NUCTot_ICE_MO_cks bin 00100010
File not load.
o || Step 4. Enter the password to protect
Configurations bits Options for offine programening mode:
[ Seting Config 0| O#FFFFFFF  Config1: | OXO00MFEDO |- Select - - [ Use password for offine data the COde Ofthe target Chlp
'
File data Orvboard Flash Offiine Flash i Eni=rpassear] enee
[ LDROM | APROM | Data Flash | LDROM | APROM | Data Flesh | LDROM | APROM | DataFlash [ Info._| nol Repeal password ssrees
(00000000: 00 OB 00 20 69 01 00 OO 85 01 00O 00 88 01 00 00 - (| < &
00000010: 00 0O 00 DO 00 00 0O 00 0O 00 0O 00 00 00 0O 0O @ 3bis | | Limit the number of offiine programming Step 5_
(00000020: 00 00 00 00 00 00 00 00 00 00 00 00 %0 01 00 00 16 bits
[00000030: 00 00 00 00 00 Q0 00 00 9F 01 00 00 Al 01 00 00 Max number 100
[00000040: A2 03 00 00 A3 01 00 00 E5 05 00 00 0% 06 00 00 32 bits.
00000060: 85 OC 50 00 A3 01 5 00 A3 0T O 00 A3 of 0 00 [ Pukoprogamwind  (Test beore usel) h limit th
e B N RBERRNuRRRNRX e mtched [seess Enter the Max Number to limit the
00000080; €1 09 00 0O 25 0A 00 0O AZ 01 0O 00 A2 01 00 00
00000030: A3 01 00 00 A3 01 00 00 A3 01 00 00 A3 O1 00 00 [[savens | . g g
000000A0: A3 01 00 00 A3 01 00 00 A3 01 00 00 A3 01 00 00 - NuLink-Fro 10 Voltage number Of Ofﬂlne programm]ng
|00000080: D1 08 00 00 A3 01 00 OO A3 01 00 00 A3 01 00 00 & Refiesh
RAnAarn: o £n A9 P8 ha Sn an B4 AZ ah 3 £A AR 34 24 3 J

gl Step 2. [ — 1.8 25v W @5
J/LDROM  [7]APROM | Dala Flash ] Config ‘Dplion | Stat N :
- |

Click the “Option” button Detat | [0k ] [ comel |

for Program Option -
Fig 4.4 ICP Offline Mode
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For the Step 4 in Figure 4.4, user can set any form of password and re-enter the password
again to confirm the setting, and then click the Start button to execute the chip programming
process. When the ICP tool detects the chip connected next time, a request form will appear to
ask the user to enter the right password to unlock the chip. If the entered password does not
match the preset password, the request window will not disappear untill the right one is
entered. If user wants to remove the “Password” setting, just enter the right password and
undo the click on step 4 or erase the whole chip data could achieve.

# Nuvoton NuMicro ICP Programming Tool 1.18 - NUC100 series = =
T Step 8. Enter the corresponding password.
NUVOTON Il ]
Status Nuvoton NuMicro ICP Prograr;l;nng Tool
| [(Disconnect |  Chip Connected with Nuink (D: 77881828) — Right
| Part No. NUCI4OVESCN b‘?&%’élgﬁpm"‘z“'m‘a 0K, RAM:16K | :;fa:e ot password for

T & detends Passwordp o | the data from
| ile name: C:\Program Files\Nuvoton Tools\ICPTool\Nu_Link\ICE_ISP.bin . hiiad .
(o) e : ‘ offline flash.

Keih¢

NuMicro ICP Programming Tool )
—

I| APROM
You select option "Offline Mode’, and then

DataFlosh N )

1. will only write flash data to ICE.

yil always update configuration bits. .
e ED (LY e E |Enter password again. Password
saw Click the “OK™ - A
Fil data button to COl’ltil’er. NuMicro ICP Programming Tool g
[LDOM ] = ywotoresmy wrom o 1 voter S UOFGM TAPROW Dt it [ i Cannot read.any thing
e w@mnonnnuagEEnns - s @ s | through offline flash.

00000020: 00 00 00 00 00 00 00 00 00 00 00 00 9 01 00 00 16 bits

: 0 00 00 00 A1
00000040: A9 03 00 00 A3 01 00 00 ES 05 00 00 09 06 00 00 32bis
: o

00000080: D1 08 00 00 A3 01 00 00 A3 01 00 00 A3 01 00 00 - Refresh - —

P“Tj'TI;ROM [VIAPROM  []DataFlash 11‘,c§w£ep ?m__:yg]) -l
Click the “Start” button to,
start to program the chip. =

Fig 4.5 Password Setting in ICP Tool Offline Mode
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Another offline protection mechanism is limit the number of programming chip when using
the “Nu-Link” or “Nu-Link Pro” programming tools to program a chip. When the number of
chip programming meets the limitation number, the “Nu-Link or “Nu-Link Pro” will not be
allowed to program any other chips. User needs to erase and re-program “Nu-Link” or “Nu-
Link Pro” to continue chip programming again. User can get the flash data in “Nu-Link” or
“Nu-Link Pro” from the Offline Flash window as shown in Figure 4.6.

[ ¢ Muvoton NuMicro ICP Programming Tool 1.18 - NUC100 series l = i
Project Chips Tool Language
NnuvoTonN #
Statuz

Nu-Link connected (ID: 77882544) Step 6-(2).

Fart No. Connect the Nu-Link (Pro)
Load file
LDROM File name: C:\Program FilesiMuvaton Tools\CPT ool\Mu_Link M CE_ISP.bin
size: 3960 Bytes, checksum: e9ed
APROM File name: C:A\Muvoton\BSP LibrarysWUCT 00S eriesBSP_w1.05.0024NuvatonPlatform_Feil!
I size: 5864 Bytes, checksum: 4bab
Diata Flash File name: C:AUszersh\LBDUAD esktophFirmwarehMUCT we_|CE_MO_cks.bin
I File nat load.
Configurations bits
Config 0| OWFFFFFFFD  ConfigT: | D40001FE00 |- Select - -
Step 7-(2).
File data On-board Flash Offline Flash

| LOROM | 4PROM | Data Flash | LOROM [ APROM | Data Flash | LOROM | APROM | Data Flash | Info
Il Qffline programming data created on Fri bMar 23 20:07:34 2012

* Target chip type: MUCT00 zeries

* Do not reset chip after programming
* Limit the pragramming number: 10

* Do not uge auto-programming

* Mu-Link-Pro 10 voltage: 5000y

- Statishics

m

Programming totally 4 times Programming Statistics

Proaramming failed 2 times o
Frogram

LDROM APROM [ Data Flash Config Option

Build: 5320rc

Fig 4.6 Offline Flash Data in the ICP Tool

Both setting the password or limiting the maximum number of chip programming in Offline
mode provide further protection for chip programming.

Mar 26, 2012 -6 - Revision V5.0
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4.4.2 UID Security Protection
4.4.2.1 What is UID?

UID (Unique Identification) stands for a specific code for every chip dispatched from
Nuvoton, just like an identification card is unique for everyone as well. UID represents chip’s
part number and date of dispatching with length of 96 bits.

Why UID is so special for the chip’s encryption issue? User may worry or concern if anyone
industrial agent or person with intensions steals the source the code when a commodity is
under development or developed stage. And then, they try to get the same IC to achieve the
same function as user designed. Therefore Nuvoton provides a unique ID for every
NuMicro"-MO chip so that user could employ UID into the source code. The UID protection
mechanism will be introduced in the next section.

4.4.2.2 UID Security Mechanism

To enhance the degree of safety for user source code, every NuMicro -MO chip dispatched
from Nuvoton will be planted with a unique ID in the chip. User can put UID, which is dealt
with DES (Data Encryption Standard), into DataFlash or some specified area. Also, users can
design the standard of encryption by themselves to protect the source code in the chip from
being stolen and produced by other intensive people.

Figure 4.7 shows the flow that UID needs to be dealt with DES and put into DataFlash. Then
user can add a judging method in the firmware code to compare the current chip’s UID with
the previous one. If the result is not the same, the program will fall into dead loop.
Consequently, it will greatly prevent user’ commodity to be mass produced from source code
being stolen, under this double protection mechanism from UID (Nuvoton) and DES (user).
Moreover it also deeply increases the confidence and reliability for user to use Nuvoton IC.

Preprocess Flow for

UID Security Mechanism LR B E s

Read UID Code Read UID Code
*DES *DES
(Data Encryption Standard) (Data Encryption Standard)
Generate Several Bytes of Data Generate Several Bytes of Data

Program the Data into DataFlash
If UID Generate the same
Data after DES Process?

Program into
Dead Loop.

| Program works Continually. |

Fig 4.7 UID Protection Flow
Mar 26, 2012 -7 - Revision V5.0
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4.4.3 UCID Security Protection

UCID (Unique Customer ID) is an initiative technique provided by Nuvoton to protect chip
source code. In addition to the previous UID section, user can apply to Nuvoton for
customized UCID to ensure chip safety.

First of all, user provides the product number or specific code to put into the UCID. User data
will be encoded and the conversion result will be planted into the chip to become customized
and highly protected. Figure 4.8 shows the flow about how UCID protects the chip’ source
code, and Figure 4.9 shows the information to be put into the UCID.

Preprocess Flow for

UCID Security Mechanism Lz rplaiings Clods

User Provides Product or
Specific Code

Encode the Code by Nuvoton

Chip Dispatched from Nuvoton Program works Continually.
with Planting the Encoded Code

Read UCID Code

If User’s and Chip’s

UCID Match? Program into Dead Loop.

Fig 4.8 UCID Protection Flow

What Will be Put in UCID ?
Correspondding ASCii Code for Chip’s Part NO.

11 b 1 8 LI 4 16 8 0 3 b 8 0 1 M 16 R 1]

UCID 3 UCID 2 UCID 1 UCID 0

Example: Client’s Chip Part NO. is

HEEN NN |

k11 2 1 4 A 2 1 1 2 L al 2 I 2

FF FF FF FF FF FF FF FF FF 4E 35 35 56 41 39 33
UCID 3 UCID 2 UCID 1 UCID 0
Fig 4.9 UCID Information
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User can connect a chip with Nuvoton’s “NuMicro ICP or ISP Programming Tool” to get the
current UCID in the chip as shown in Figure 4.10.

# Nuvoton NuMicro ICP Programming Tool 1.18 - MOS1 series =) e P

Project Chips Toal Language

nuvoTon A Step 1. Connect chip with Nuvoton ICP tool
Status LDROM: 4K, APROM:64K, Data:4kK, RAM:4K

UID:F1000000-2A220782-A6050000 Step 2. Click the “Connect” button

Chip Conviected with HuLink (D 7788559 UCID: 56413933-FF4E3535-FFFFFFFF-FFFFFFFF )
Patha SISO LDNN 4 il e Step 3. Move the cursor on the right of part NO.
T \ Step 4 .The information of target chip will be shown

[ LoROM | Flename:  CALDROMbes \
File not load.
NZoom In
APROM File name: CHAPROM.hex

File: not lnad. I
Filename: € Dala e Information of target chip,
File not load.
Canf bi
S B LOROM: 4k, APROM: 64K, Data: 4k, RAM: 4K
lttines]  corio: oo e 7 W rOTO:FI000000-2A220782-A6050000
L kel Sl UCID:5641353533-FF4ES535-FFFFFFFF-FFFFFFFF
| LDROM | APROM | DataFlash | LOROM | APROM | Data Flash | LOROM | APROM | Data Flash | Infa |
[00000000: A0 04 00 20 69 01 00 00 SF 01 00 00 91 01 00 00 @ Dhits W
D0000010: B0 0D 00 50 B3 0D b 6O bb B3 b 00 53 b3 00 0 :
00000020: 00 0D 00 00 DO 00 00 00 0O DO 00 00 A3 01 00 00 I @ 15k
D0000030: 00 D 00 00 DO 00 00 00 A5 DI 0 00 A7 01 00 00 C
(00000040: B9 03 00 00 A9 01 00 00 B5 06 00 00 D5 06 00 00 32 bits

00000050: F5 06 00 00 23 07 00 00 A3 01 00 00 A3 01 00 00
00000060: A 01 00 00 A3 01 00 00 AS 01 00 00 A3 01 00 00
00000070: 4D 08 00 00 D 08 00 00 AS 01 00 00 A9 01 00 00

00000080: 51 07 00 00 A3 01 00 00 A3 O 00 00 A3 01 03 00 .
Program

[ILDROM  [V1APROM 7] DataFlash [#] Config Dption

Build: 5320rc

Fig 4.10 UID and UCID Data i ICP Tool

As to the protection mechanism for UCID, user can add a judging method in the firmware
code to compare the current chip’s UCID with the one encoded by Nuvoton. If the result is
not the same, the program will fall into dead loop. Even user connects the chip with the ICP
tool, an error window will appear to enforce the whole chip erase. According to this particular
protection mechanism, the possibility of source code being stolen will be decreased, and
product competition will be enhanced.

The NuMicro -MO series chips from Nuvoton are normally dispatched without UCID and
top-printed on chips. If user wants to add this protection mechanism to the purchased chips,
please contact numicro@nuvoton.com to get further information.
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